arXiv:2509.16546v1 [cs.CR] 20 Sep 2025

Train to Defend: First Defense Against Cryptanalytic
Neural Network Parameter Extraction Attacks

Ashley Kurian and Aydin Aysu
Department of Electrical and Computer Engineering
North Carolina State University
akurianOncsu.edu, aaysu@ncsu.edu

Abstract

Neural networks are valuable intellectual property due to the significant compu-
tational cost, expert labor, and proprietary data involved in their development.
Consequently, protecting their parameters is critical not only for maintaining a
competitive advantage but also for enhancing the model’s security and privacy.
Prior works have demonstrated the growing capability of cryptanalytic attacks
to scale to deeper models. In this paper, we present the first defense mechanism
against cryptanalytic parameter extraction attacks. Our key insight is to eliminate
the neuron uniqueness necessary for these attacks to succeed. We achieve this by a
novel, extraction-aware training method. Specifically, we augment the standard loss
function with an additional regularization term that minimizes the distance between
neuron weights within a layer. Therefore, the proposed defense has zero area-
delay overhead during inference. We evaluate the effectiveness of our approach in
mitigating extraction attacks while analyzing the model accuracy across different
architectures and datasets. When re-trained with the same model architecture, the
results show that our defense incurs a marginal accuracy change of less than 1%
with the modified loss function. Moreover, we present a theoretical framework
to quantify the success probability of the attack. When tested comprehensively
with prior attack settings, our defense demonstrated empirical success for sustained
periods of extraction, whereas unprotected networks are extracted between 14
minutes to 4 hours.

1 Introduction

Neural networks hold significant value as their training process is computationally intensive, requires
skilled labor, involves proprietary intellectual property, and demands extensive effort in dataset
collection. Today, neural networks are ubiquitous, powering a wide range of applications due to their
superior performance in various machine-learning tasks. The rise of machine learning as a service
(MLaaS) has made it common for users to query models by providing input and receiving output, while
model providers seek to obfuscate model parameters to protect their intellectual property. However,
the increasing adoption of neural networks has also led to a rise in model-stealing attacks [25) 19} [17],
which aim to create high-fidelity [11] replicas of the original models. These attacks target various
components of the neural network, including hyperparameters [, 26} [12] (such as layer types and
configurations) and learned parameters [4, 9](trained weights and biases). The significant cost and
effort savings compared to training a model from scratch make model theft an appealing strategy for
adversaries. Moreover, model extraction eases other attacks, such as membership inference [22} 23]
and input poisoning [S]], further exacerbating security concerns.

Various attacks have demonstrated the feasibility of extracting neural network parameters through
cryptanalytic techniques [4} 2 21, [8]]. These attacks treat parameter recovery as a structured math-
ematical problem, enabling the extraction of weights using a polynomial number of queries and
within polynomial time with respect to model size on deep models [8]. Despite their effectiveness,
cryptanalytic extraction attacks remain a major threat that has not been addressed to date, with their
capabilities growing rapidly.
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In this paper, we conduct the first in-depth analysis of the cryptanalytic extraction attack and identify
key parameter conditions required for its success. Specifically, we observe that extracting weight
magnitudes depends on the uniqueness of neuron weights within a layer—the less similar the weights,
the more effective the attack. To mitigate this, we propose a training strategy that enforces weight
similarity among intra-layer neurons, inherently enhancing the model’s resistance to such attacks.
This is achieved by incorporating a weight similarity constraint into the training loss function
alongside the standard loss, which minimizes prediction error. However, enforcing similarity among
intra-layer neuron weights can lead to a change in model accuracy. To address this, we explore
various optimization strategies to ensure that the accuracy change remains minimal while maintaining
a strong defense against parameter extraction. Furthermore, we evaluate our countermeasure across
different neural network configurations used in prior end-to-end attack [8]], including various datasets,
architectures, training, and extraction seeds.

The main contributions of this paper include the following:

* We conduct a comprehensive analysis of cryptanalytic attacks, examining their underlying
mechanisms and identifying the key parameter configurations that enhance their efficiency
and likelihood of success. Understanding these crucial dependencies provides valuable
insights into the fundamental weaknesses that adversaries exploit, laying the foundation for
developing effective countermeasures against these attacks.

* In order to counteract cryptanalytic attacks, we propose an extraction-aware training strat-
egy. This approach involves introducing a regularization term into the loss function that
intentionally adjusts the model’s parameters during training. The goal is to encourage
parameter configurations that minimize the effectiveness of cryptanalytic attacks, making it
significantly difficult for adversaries to extract sensitive model information successfully.

* A key advantage of our proposed defense is being zero-overhead at inference. The process
is built into the training, and we show that re-training the same model hyperparameters with
our technique can be sufficient to mitigate the attacks and has no run-time overheads.

* We analyze and implement various optimizations within our defense strategy to minimize
the accuracy change caused by the inclusion of the defense mechanism while quantifying
that the model remains robust and secure against cryptanalytic attacks. Our goal is to strike
a balance between maintaining high model performance and enhancing resilience, thereby
achieving an effective defense without compromising the model’s accuracy.

* We evaluate our defense strategy across various neural network configurations that were
attacked in prior works, including different datasets, model depths, numbers of neurons per
layer, and training seeds. This evaluation allows us to assess the robustness and effectiveness
of our defense under diverse conditions and configurations, ensuring its generalizability and
reliability across a range of practical scenarios demonstrated in prior works.

* A major issue with prior attack evaluations was relying empirically on a set threshold (36
hours of attack runtime) for determining the attack success. To address this limitation,
we propose a theoretical framework to assess attack success probability as a function of
intra-layer neuron parameter similarity.

Our research demonstrates that extraction-aware training can effectively thwart cryptanalytic model
parameter recovery attacks while preserving model accuracy with only a marginal change. By
employing this lightweight defense strategy, we show that neural networks can be robustly protected
from model stealing threats, offering a practical solution to safeguard sensitive model parameters
without compromises in performance, memory footprint, or latency.

2 Background
2.1 Related work and our solution

Parameter extraction attacks on deep neural networks have been extensively studied over the past
decades [7 13}, 125} [16} 20, [14]. These attacks seek to recover the weights and biases with sufficient
numerical precision to achieve functional equivalence [[11], meaning the extracted model should
produce identical predictions to the original model for any input. Cryptanalytical parameter extraction
attack exploits the fact that ReLU neural networks are piecewise linear functions, and thus queries at
the points where the input to the activation is zero reveal information about the model parameters.
The seminal cryptanalytic extraction attack shows the recovery of normalized values of weights



and biases (neuron signature) with a polynomial number of queries with respect to model size [4].
However, their method required an additional exhaustive search to recover the signs of the weights,
thereby introducing exponential time complexity to the attack. As a result, their evaluation was
limited to shallow neural networks with a maximum of three layers. Martinez et al. [2] addressed
the sign extraction limitation by introducing techniques to recover neuron signs, enabling a fully
polynomial-time attack. They demonstrated sign extraction on deeper networks with up to eight
layers. Foerster et al. [8] combined signature extraction and sign recovery to perform the first end-to-
end parameter extraction attack. They introduced further optimizations to the sign extraction step,
improving efficiency by 14.8x. These attacks assume access to confidence scores rather than just
class labels for parameter extraction. More recently, cryptanalytic approaches have emerged that
bypass this requirement and perform extraction using only the predicted labels [3| |6].

The advancements in neural network parameter extraction have raised significant concerns about
protecting proprietary model values. However, no countermeasures have been developed to defend
against these attacks. We examine the key assumptions and parameter configurations that contribute
to the success of these attacks. Through this analysis, we observe that a fundamental assumption
in signature extraction is that the intra-layer neuron parameters must be unique [4]. Moreover,
certain neurons are classified as hard neurons, i.e., neurons whose signs are recovered with low
confidence [8]]. This occurs when it is impossible to craft an input perturbation that isolates the activity
of the target neuron due to its similarity with other neurons. For such hard neurons in the previous
layer, prior work propose recovering the next layer’s signature by brute-forcing their signs. Their
method performs parallel signature recovery across sign combinations, selecting the one that yields
correct signatures for the next layer. The approach remains feasible for up to ten low-confidence
neurons, beyond which it becomes computationally prohibitive [8].

Our goal in this paper is to leverage these insights and incorporate conditions into the training phase
to make neurons harder. This is achieved by increasing intra-layer neuron parameter similarity,
thereby making the model inherently resilient to cryptanalytic attacks. Specifically, we introduce a
regularization term in the loss function that minimizes the distance between neuron parameters, while
simultaneously optimizing for the primary learning task. While this approach strengthens model
security, it impacts accuracy. To mitigate this trade-off, we explore several optimizations, including
applying the defense only to the first layer, since protecting it can help safeguard the rest of the model
in layer-wise attacks. We also evaluate strategies such as adjusting the strength of the regularization
term to balance model accuracy and security. Finally, we assess the effectiveness and generalizability
of our defense across different model architectures, datasets, training, and extraction seeds.

2.2 Threat model

We adopt the standard assumptions commonly used in neural network cryptanalytic parameter
extraction attacks [4} 12} 121,18 3} |6]. The target model is a fully connected neural network that uses
ReLU activations in the hidden layers and a linear activation in the output layer. The attacker has
full knowledge of the target model’s hyperparameters. The attack operates with high precision,
capable of recovering parameters up to 32-bit floating point precision. The attacker is also granted the
ability to input arbitrary data and observe the corresponding class labels or logits scores, effectively
treating the model as a black-box system with the objective of reconstructing a functionally equivalent
replica of the original network. The model can support any number of output classes. Side-channel
attacks [10} 9] are considered out of scope, as they rely on auxiliary information such as power
consumption or electromagnetic emissions, which may not be accessible in all application scenarios.

The overall attack setup is illustrated in Figure[I] which depicts the training and deployment phases
of the model. As shown, the neural network is trained using a proprietary dataset and specific
hyperparameters, including the model architecture—for example, three input nodes, two hidden
layers with two nodes each, and four output classes <3,2,2,4>, with the mean squared error (MSE)
loss function and the Adam optimizer. We follow the assumption that training is trusted. Once trained,
the model, with its secret parameters, is deployed for inference. An attacker can then query the model
to obtain class labels or logit scores to perform a cryptanalytic attack. The defender’s objective is to
secure the trained model parameters against such attacks.

The goal of the model provider is to build a robust neural network that remains resilient against
cryptanalytic parameter extraction attacks at inference. From the defender’s perspective, we assume
full control over the training process, including the ability to modify the loss function. We assume
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Figure 1: Schematic depicting how a deployed neural network becomes vulnerable to attack. A neural
network is trained on a proprietary dataset and later deployed for inference. During the inference
phase, an attacker queries the model to extract labels or logit scores for a cryptanalytic attack, while
the defender aims to protect the model’s secret parameters.

that training is trusted and not subject to model extraction attacks. Once deployed, the adversary can
query the model and receive responses to execute cryptanalytic attacks during inference.

2.3 Cryptanalytic parameter extraction—A walkthrough

This section walks through the signature extraction technique [4] using a simple neural network for
illustration. The attack recovers the weights of individual neurons by carefully probing how the output
of the network changes in response to small input perturbations. The process begins by identifying
critical points—input values where a neuron’s ReLU output is zero following the terminology used
in prior works [4} 2| [8]. Gradients are then computed around these points to capture directional
information about the weights. By comparing the network’s behavior when a neuron is active versus
inactive, the attack isolates the influence of a single neuron and recovers its normalized parameters.

Consider a feedforward neural network with architecture (2, 2, 1), as shown in Figure a), where
neuron A (n4) has weights (a1, as), neuron B (1) has weights (b1, bs) and the input vector X=
(z1,22). A k-deep neural network fy(x), parameterized by 6 maps input space X to output space Y.
With ReLU activation o, the output is:

fo(x) = cro(arx1 + asws) + cao(bizy + baxa) €))

Figure [2b) shows the input space and corresponding critical hyperplanes of 14 and np, which
represent the plane containing points where at least one of the ReLU inputs becomes zero. The
critical points lie on the critical hyperplane. To recover the first-layer parameters, the attack traces the
gradient flow from input coordinate i through the target neuron to the output. At each critical point
x*, the attack computes the directional derivatives of fp(x) by applying small positive and negative
perturbations € along the input axis e;.
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where e; € R%=2, dj is the number of input neurons. The signature can then be recovered by
computing (o;” + ;) [4]. Assume we want to recover parameters of 74 using a critical point z*.
Suppose z* + ee; lies in a region where both 14 and 7 are active (represented using (+,+)), and
x* — ee; lies in a region where 14 is inactive and 7 is active (represented using (-,+)). In this case:

fox* +eer) = c1(ar(z1 + geq) + agwa) + ca(by(x1 + cey) + baxa) 3)
fo(x™ —eer) = c1 - 0+ ca(by(z1 — ceq) + baza) )
The gradients are: o] = cja;e + cabie and o] = —cabie. Their sum af + a] = cja;¢, isolates

the first weight coordinate a; of 14. Similarly, for direction 2, the sum a; + a, = cjaqe reveals
the second weight coordinate as. The normalized signature becomes:

(

This recovers the normalized weights of 774. Notably, terms from other neurons cancel out (in this
case, that of ), enabling isolated recovery of the target neuron’s parameters. Repeating the process
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Figure 2: (a) neural network schematic with <2,2,1> configuration (b) input space showing the critical
hyperplanes of 774 and np with distinct parameters (c) overlapping critical hyperplanes of 774 and np
when their parameters are identical.

with a critical point for np allows recovery of its signature as well. See [4} 2, 21]] for further details
on signature and sign recovery. Attacks that rely on predicted labels adopt a similar strategy but begin
by identifying critical hyperplanes through the detection of transition points—input values where the
model’s predicted class changes, thereby revealing the boundaries between decision regions [3|.

3 Proposed defense against cryptanalytic parameter extraction

We propose the first countermeasure against cryptanalytic parameter extraction attacks. These attacks
can target deep models trained on real-world datasets, requiring only black-box access in polynomial
time and with a polynomial number of queries. Our defense addresses the main assumption underlying
the success of these cryptanalytic attacks. The signature and sign extraction process is based on
the distinctness of the neuron parameters, with the success rate of the attack increasing as the
uniqueness between the neuron parameters increases. Our defense challenges this assumption by
promoting similarity among neuron parameters during the training phase. This is achieved by adding
a regularization term to the loss function that reduces the distance between neurons while still
optimizing for the original loss function.

3.1 Why cryptanalytic attack fails by making neurons similar?

In this section, we provide a mathematical explanation of how making neuron parameters similar
disrupts the cryptanalytic attack procedure, using the same example from Section Consider the
neural network shown in Figure [2{a). If the parameters of neurons 74 and 7p are the same—that is,
(a1,a2) = (b1, by)—their critical hyperplanes overlap. As a result, both neurons will be in the same
state (either active or inactive) for any given input, as shown in Figure [JJc). Suppose we are trying to
extract the signature of 174 and let x* be a critical point. Assume that the input z* 4 ce; activates
both neurons and the input z* — ce; deactivates both. Then, for direction 1:

folx* +eer) = c1(ar(z1 + geq) + agwa) + ca(br (21 + cey) + baxa) 6)
fo(x® —ecer)=c1-0+c¢2-0 @)

The resulting gradients are: of = cjaie + czbie and o = 0. The sum becomes: af + a; =
c1a1€ + cobye. This result includes the influence of both 774 and 7, making it impossible to isolate
the contribution of 14 for any given input perturbation. Therefore, the attack fails to recover the
correct signature. Similarly, for direction 2: 043' + oy = c1a2€ + caboe. The normalized signature is:
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This signature is incorrect because it mixes contributions from both neurons. The correct signature
should be (1, az/ay ), which reflects the behavior of only the target neuron (as derived in Section .
Making neuron parameters similar causes them to activate or deactivate together for any input,
preventing the attack from isolating a specific neuron and leading to its extraction.

3.2 Probability that a random input fails defense

A key limitation of prior attack evaluations is their reliance on an arbitrary empirical threshold (e.g.,
36 hours of extraction) to define success. To address this, we introduce a theoretical framework that
calculates the attack success probability as a function of the intra-layer neuron weight similarity. The
key insight is that an attack fails when neurons are in the same state (either active or inactive) for any
input, as it is not possible to isolate target neuron activity. However, if the parameters of the neurons
differ, their critical hyperplanes diverge, and the attack succeeds. We quantify the probability of this
success by calculating the area between the hyperplanes, where the neurons’ states differ. This gives



the probability of successfully extracting a single neuron pair. The total attack success probability
is then obtained by identifying the pair of neurons with the greatest dissimilarity, representing the
worst-case scenario.

Theorem 1. The probability of extracting parameters of a neuron pair is the ratio between the
measure of the input region lying between their corresponding hyperplanes and the total measure
K1 |+ Ko |+ +IKN 1| zT,4aF,

2 (r12—211)
where K; = ;]‘f; — %, fori=1,2,..., N —1; N denotes the input dimension, a;
refers to the i-th parameter of the neuron, §; is the i-th parameter difference between the neuron

pair, and x11 and x19 are respectively the lower and upper limits of an input dimension.

of the entire input space. This probability is is upper bounded by

2

Proof. Consider the neural network in Figure 2[a). If the parameters of neurons 74 and np are
identical, their critical hyperplanes overlap, as shown in Figure Pfc). In that case, both neurons
always behave the same, and the defense works perfectly. However, when their parameters differ
by (01, d2)—meaning by = a; + 1 and by = ag + do—their critical hyperplanes do not align. The
equations for their critical hyperplanes are:

Forna : a1y + aswe =0 )]

Forng : biz1 + boxo =0 = (Cbl + (51)1‘1 + (CLQ + 52)(1,‘2 =0 (10)

The shaded region in Figure [Jb) shows the area between these two hyperplanes, where the neurons

behave differently. Inputs that fall in this area cause the attack to succeed. Let x1; and x12 be the

lower and upper limits for the input 21 and z2; and 222 for zo. For INTS inputs, these range from

-128 to +127. For simplicity, we use x1; and x15 as the common lower and upper bounds for all input
dimensions in the derivation, as each dimension shares the same input range.

12
Area between hyperplanes of n4 and np = / (a1 -xl) — (M xl)‘ dx1 (11)
. as (ag + 02)

11

T12 |K‘ ai aq —+ 51
= K - x|dxy = (235 + 23,) where, K = —— 12
/ﬂc11 |K - 1| doy B (v1; + x11) where, P (12)
12 12
Total area of the input space = / dro dry = (12 — x11) (12 — 211) (13)
T11 T11
Area bet h 1 K 2 2
Attack success probability = foa derween IyPeTpranes _ ]2y + oy (14)

Total area 2 (212 —x11)?
This is the probability that a randomly chosen input will fall between the hyperplanes, meaning the
neurons respond differently, and the attack succeeds. As the differences §; and d5 increase, the two
hyperplanes move further apart, increasing this probability. For an N-dimensional input space, due to
the triangle inequality, the probability is upper bounded and can be computed as:

K| + |+ -+ Ky afy +afy

Probability of attack success, P < 5 (15)
2 (12 — 211)
—a; —(a; + 0; )
where K= (—%) — (WY 10 N1 m
an an + 0N

This derivation assumes that the normal vectors of the two neurons’ hyperplanes point in the same
direction. In this case, the area between the hyperplanes (the shaded region in Figure (b)) represents
where the neuron states differ, and thus where the attack succeeds. However, if the normal vectors
point in opposite directions, then the region where the neurons differ in state flips—it becomes the
region where they previously had the same state. In other words, the failure region becomes the
unshaded area in Figure 2[b). So, in this case, the probability of attack success becomes (1 — P).
The direction of the normal vectors is captured by the angle 6 between them:

=7 .
0 = cos™* <|?’||||5|> where @ = (a1, as2,...,an), b= (b1,ba,...,bN) (16)
a

r if0 <0 <7 (same direction)

17
1-P if 5 <@ <7 (opposite direction) a7

Probability of attack success = {



Learned weight distributions: baseline vs secure model
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Figure 3: (a) neural network schematic with <3,2,2,1> configuration (b) comparison of weight
distributions in the first dense layer of the secure and baseline models. The secure model shows a
more concentrated distribution centered around zero with lower variance (0.08), while the baseline
model exhibits a wider spread (variance 0.43). Only the range [-1.5, +1.5] is shown, which contains
approximately 90% of the weights.

3.3 Extraction-aware neural network training

Adding a term to the loss function to increase similarity between neuron parameters can help defend
against cryptanalytic attacks. We introduce a modified loss function:

Loss function = original_loss + Asimilarity * total_similarity_loss (18)

Here, original_loss refers to the standard function (such as MSE) that reduces the error between
predicted and true labels. We introduce the additional term (Agimitarity * total_similarity_loss)
to improve the security of the model. The factor Asimiiarity controls the impact of the similarity
term, allowing a balance between accuracy and security—higher values increase security but may
reduce accuracy. The total_similarity_loss captures the overall similarity between neurons across
all layers in the network:

number of layers

Jayer—1 layer_wise_similarity_loss (19)

total_similarity_loss = %

Zgginber of neurons—1) (pi — Pis1 )2 (20)

where p; is the parameter of neuron ¢. The layer_wise_similarity_loss computes the pairwise
difference between parameters of neurons within the same layer. This term uses L2 regularization to
penalize large differences, making neurons more similar.

layer_wise_similarity_loss =

To illustrate, consider a neural network with architecture <3, 2, 2, 1> as shown in Figure Eka). The
total_similarity_loss is the sum of the similarity losses for hidden layers 1 and 2:

total_similarity_loss = layerl_loss + layer2_loss

layer1_loss = (a1 — b1)? + (ag — ba)* + (a3 — b3)? and layer2_loss = (c; — dy)? + (co — da)?

In this example, the loss in each layer is computed based on the difference between the parameters of
two neurons within that layer. For a layer with n neurons, there will be w pairwise comparisons.
The goal is to make neurons behave similarly so that their outputs are the same for any input. This
similarity prevents the attacker from isolating and targeting a specific neuron, as multiple neurons

will respond in the same way.

3.4 Tuning our defense

The additional term Agimitarity * total_similarity_loss is introduced in the loss function to enhance
model security. However, this regularization must be carefully controlled to avoid compromising
model accuracy. To mitigate accuracy degradation, we propose the following tuning strategies:

* Adjusting the regularization strength: By varying the impact factor Agmitarity it is possible to
control influence on accuracy while still making the model robust against attacks.
* Restricting defense to the first layer: Since the attack proceeds layer by layer, securing only

the first layer can be sufficient. If the parameters of the first layer are protected, an attack on
the subsequent layers could be automatically prevented.



Table 1: Cryptanalytic model parameter extraction performance

Model Information Signature [s] Sign [s] Queries Secure Model Information
Model (Training Seed) Accuracy Params Mean Var Mean Var Mean Var Accuracy change (%)  Asimilarity
Random784-8x2-1 (s1) NA" 6280 9.19-10>  9.6-10% 54.69 36.6 6.55-10°  2.53-10° NA 10=°
Random784-16x2-1 (s1)  NA 12560 1.37-10°  7.11-10? 86.67 46.99 1.31-10%  2.46-107 NA 1074
Random784-32x2-1 (s1) NA 25120 2.54-10° 4.29-10° 1.64-10° 1.7-10* 2.62-10° 1.41-10° NA 1074
Random784-64x2-1 (s1) NA 50240 5.43-10° 2.81-10° 2.78.10° 1.06-10° 5.24-10° 1.66-10% NA 107
Random784-128x2-1 (s1) NA 100480  1.16-10* 7.61-10° 4.79-10> 1.07-10° 1.04-107 6.57- 10 NA 10!
Random784-128x2-1 (s2) NA 100480 1.38-10* 9.88-10* 5.54-10° 8.12 1.2-107 3.2- 106 NA 107!
MNIST784-8x2-1 (s2) 70.34 6280 7.87-10° 5.74-10% 48.54 26.52 6.55-10°  7.74-103 —0.32 107°
MNIST784-16x2-1 (s2) 74.40 12560 1.3-10°  3.93-10° 95.71 0.29 1.16-105  2.27-10° +0.74 107°
MNIST784-32x2-1 (s2) ~ 86.37 25120 2.68-10° 5.48-10* 1.91-10>° 2.81-10% 242-10° 28107 +0.83 1077
MNIST784-64x2-1 (s2) 91.41 50240 6.19-10° 1.56-10° 3.54-10° 4.96-10° 5.45-10° 4.06-10' —0.37 1076
MNIST784-64x2-1 (s1) 91.48 50240 5.41-10° 5.28-10° 3.97-10%° 2.34-10° 4.44-10° 5.93-10° —0.31 106
MNIST784-16x8-1 (s2) 88.67 12560 1.12-10*  1.95-10° 80.37 0.41 5.65-10°  8.91-10° —0.92 107?
MNIST784-16x3-1 (s1) 84.93 12560 2.65-10° 1.99-10° 1.04-10° 81.09 1.91-10° 1.15-10° +0.43 107?

* NA: Accuracy not reported for random models as parameters are trained on random data

* Defending a subset of neuron pairs: Instead of enforcing similarity across all neurons in the
first layer, the defense can target only a percentage of the neuron pairs. For example, a layer

with eight neurons results in 28 pairwise similarity terms (i.e., @). Defending 50% of
the neurons involves enforcing similarity on 14 randomly selected pairs.

These optimization strategies help balance security and accuracy, ensuring that the defense mechanism
does not adversely impact the model’s performance.

4 Results

We evaluate our defense by measuring the model accuracy and attack run-time for parameter extrac-
tion. The models are trained using the modified loss function discussed in Section [3.3]to defend
cryptanalytic parameter recovery attacks. To limit accuracy change, we apply optimizations such as
restricting changes to the first layer parameters and adjusting Agimitarity- Tableshows results across
different architectures, datasets, and training seeds. We follow the notation used in prior work [8]].
For example, MNIST784_8x2_1(s2) model refers to an MNIST-trained network with an input layer
of size 784, two hidden layers, each of size 8, and an output layer of size 1. We compare secure
models to their baseline by reporting accuracy, attack runtime, and Asjpmiiqrity that makes them secure.
All training and extraction were done on a high-performance cluster with Intel’s Xeon processors
comprising 400 compute nodes and over 14,000 cores. On average, each node is provisioned with
128 GB of memory. We take our models from the papers that demonstrate attacks [8], and we use
exactly all the hyperparameters evaluated in those papers. Models are trained on random data and
MNIST, using two different training seeds (s1 = 42, s2 = 10). The extraction times for signatures and
signs, number of queries, are reported as mean and variance across four extraction seeds (0, 10, 20,
and 30). We consider a model to be secure if the attack fails after extended periods of extractio
For example, the model MNIST784_16x8_1(s2), which was previously compromised in 3.5 hours,
becomes secure with a Agimiarity Of 109, while its accuracy drops by 0.92%. In some cases, the
secure model even performs better. For instance, the MNIST784_16x3_1(s1) model shows a 0.43%
increase in accuracy compared to its baseline version. The results show that for all the previously
studied attack settings, our defense can secure the models through extraction-aware training with an
accuracy change of less than 1% with zero-overhead inference.

Using the theoretical framework described in Section[3.2] we first compute the probability of attack
success for models protected using our defense strategy, and then we empirically estimate the
corresponding extraction time based on this probability. For example, the attack success probability
for the MNIST784_16x8_1(s2) model is calculated based on the neuron pair in the first layer with
the greatest parameter dissimilarity. The attack success probability drops from 0.74 for the baseline
to 0.0017 for the secure version, a 435x decrease. Figure [3(b) shows the weight distributions for the
secure and baseline models. The baseline model’s weights are spread across a wider range of [-2.5,
+2.5], while the secure model’s weights fall within [-0.2, +0.2] (Figure[3[b) shows only a range of
[-1.5, +1.5], where 90% of the weights fall). To quantify this spread, the secure model has a lower
weight variance of 0.08 compared to 0.43 in the baseline model, with weights more tightly clustered
around zero. This indicates that the parameters in the secure model are more similar to each other,
reducing the attack’s ability to isolate neurons and extract their parameters individually.

"Prior work [8] uses 36 hours, whereas we use 48 hours as the extraction time limit.



5 Discussion
5.1 Where does the attack struggle for secure models?

The cryptanalytic parameter extraction on models secured by our defense is unsuccessful even after
running the attack longer than the set threshold in prior papers [8]]. The attack works by gathering
critical points for each neuron to compute its signature. It then applies graph clustering to group
critical points based on signature similarity. For the attack to succeed, each neuron should have
a unique signatureE]; otherwise, it cannot specifically target individual neurons, as discussed in
Section The attack continues clustering until the number of clusters matches the number of
neurons in the target layer. However, in secure models, neuron similarity leads to fewer clusters than
expected, as some neurons share the same signature. The attack then collects more critical points
by exploring multiple directions and repeating clustering. This process fails, which results in attack
failure even after extended runtime. With our defense, the attack is still polynomial in time and
number of queries. Our defense does not improve the theoretical security, but in practice, it increases
the search complexity of the critical points per neuron.

5.2 Model extraction with partial parameter recovery

A question is whether an attacker can still recover the model by extracting only a few neurons in
the first layer, or by randomly initializing the first layer and continuing the attack on subsequent
layers. The answer is no. The attack on the following layers depends on having the correct output
from the first layer, as it solves a system of equations based on those outputs. If the first layer is
incorrect, the computed outputs are also wrong, leading to incorrect parameter recovery in the second
layer. Worse, the errors accumulate with each deeper layer, causing the extraction to fail. Therefore,
protecting only the first layer is enough to secure the entire model. Moreover, our proposed defense
is not fundamentally limited to the first layer. It may be extended to future layers for other possible
attacks that are not seeking exact high-fidelity capture with cryptanalysis.

5.3 Limitations

Our effort to secure models against cryptanalytic parameter extraction attacks comes at the expense of
a marginal change (less than 1%) in accuracy. Additionally, as cryptanalytic attacks have not yet been
demonstrated on CNNs or LL.Ms, our analysis focuses on the MLP network architectures evaluated
in prior works. At present, these attacks apply only to MLPs with piecewise linear activations. These
are limitations of the current attack (which is rapidly evolving), not of the defense. The defense
itself has no such limitations and can scale as attacks advance, since it disrupts the key assumption
underlying the attack——namely, neuron dissimilarity.

5.4 Other possible defenses

Other countermeasures such as parameter encapsulation, neural structure obfuscation, and injection
of shortcuts or extra layers [27] can be employed to protect models. However, these approaches
introduce computational overhead and increase the size of the ML library. Additional defenses against
query-based model extraction reduce the effectiveness of such attacks through various strategies,
including adding deceptive neurons [24]], perturbing predictions by maximizing angular deviation
between gradients to poison the attacker’s training objective [[18], or reprogramming the adversary
with arbitrary behavior [[15], but incur run-time or memory overhead. By contrast, our defense
provides protection with zero overhead during inference.

6 Conclusion

Neural networks are valuable intellectual property that are vulnerable to parameter extraction attacks
capable of recovering model parameters using cryptanalytic techniques in polynomial time and with
a polynomial number of queries. In this paper, we present the first defense against such attacks.
Our approach introduces an extraction-aware training method that adds a regularization term to the
standard loss function. This term increases similarity between neuron parameters, making it difficult
for the attack to isolate and recover individual neurons. The defense adds zero overhead during
inference. We evaluate it across different network architectures, datasets, and training/extraction
seeds. Results show a marginal change in accuracy of less than 1%, while protected models resist
extraction even after extended periods compared to under four hours for unprotected models. We also
provide a theoretical framework to analyze the probability of defense failure, offering further insight
into the effectiveness of our method.

2Zero weights are excluded from this condition because neuron output remains constant regardless of the
input.
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: We claim to develop an extraction-aware training method that defends against
cryptanalytic attacks with zero overhead during inference, which is explained in Section 3]
We also claim to empirically evaluate our defense across different neural network configura-
tions; these results are shown in Table E} We claim to provide a theoretical framework for
computing the attack success probability, which is presented in Section[3.2]

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: Our extraction-aware training strategy causes an accuracy change of less than
1%. We quantify this extensively for all model settings used in prior works as shown in
Table[T] The limitations of our proposed countermeasure are discussed in Section [5.3]

Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

 The authors are encouraged to create a separate "Limitations" section in their paper.

The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.
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3. Theory assumptions and proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]

Justification: A theoretical proof of the attack success probability is provided in Section[3.2]
The proof follows assumptions described in the threat model Section

Guidelines:

» The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.

4. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: We provide details of the machines used for experiments—a high-performance
cluster with Intel Xeon processors. Information about the datasets, model configurations,
training, and extraction seeds used to evaluate our defense is included in SectionE} We also
report the impact factor (Agimilariy) Tequired to secure each model. The code for reproducing
the results is available at the GitHub link:
[https://github.com/anonymous-123-code/anonymouscode]

Guidelines:

* The answer NA means that the paper does not include experiments.
* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.
If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.
Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).
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(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: We provide a link to our GitHub code base:
[https://github.com/anonymous-123-code/anonymouscode].

Guidelines:

» The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

* Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental setting/details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: All model settings, including configurations, training seeds, and extraction
seeds, are reported in Table|l} Our codebase includes both the original (non-protected) and
secure models, along with scripts to create new models using the same training setup in the
previous paper [8]]. All hyperparameters and optimizer choices are specified to enable full
reproducibility. We adopt the same experimental settings, including hyperparameters and
optimizer choices, as used in prior work [8]].

Guidelines:

» The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment statistical significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?
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Answer: [Yes]

Justification: We follow the error reporting methodology provided in the previous work [§]]
by providing the mean, variances for parameter extraction time, and the number of queries
for multiple test models.

Guidelines:

» The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

« It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

* For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
8. Experiments compute resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: We provide details of the machine setup used for experiments in Section 4]
All experiments were conducted on a high-performance cluster equipped with Intel Xeon
processors, comprising 400 compute nodes and over 14,000 cores. Each node is provisioned
with an average of 128 GB of memory.

Guidelines:

* The answer NA means that the paper does not include experiments.

 The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code of ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines]?

Answer: [Yes]

Justification: This research complies with the NeurIPS Code of Ethics. It does not involve
human subjects, personal data, or sensitive content, and uses only publicly available datasets.
Our proposed defense enhances model security without enabling misuse.

Guidelines:

¢ The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.
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* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

¢ The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

10. Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: The paper defends against parameter extraction attacks, which helps prevent
model stealing and other threats like input poisoning and membership inference. This is
important for protecting intellectual property and avoiding sensitive data leaks in critical
areas like healthcare and defense. This is discussed in Section [Il

Guidelines:

» The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

» The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]

Justification: Our work uses only publicly available datasets (MNIST) and does not involve
any models with proprietary intellectual property.

Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.
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12.

13.

14.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: We cite the original authors of the attacks we defend against and clearly specify
the datasets used (MNIST), which are publicly available.

Guidelines:

* The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]

Justification: We provide a link to our GitHub code base:
[https://github.com/anonymous-123-code/anonymouscode]

Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
Crowdsourcing and research with human subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: This paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.
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* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional review board (IRB) approvals or equivalent for research with human
subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: This paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

Declaration of LLM usage

Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.

Answer: [NA]

Justification: The core method development in this research does not involve LLMs as any
important, original, or non-standard components.

Guidelines:

* The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

¢ Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
for what should or should not be described.
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